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Rod Wheeler
Founder and CEO
The Global Food Defense Institute

Rod Wheeler

Homeland Security and Global Food Defense and Law Enforcement Expert. Rod is
the Founder and CEO of the Global food Defense Institute which provides
educational, training and certification programs for the food, agricultural and
chemical industries to ensure confidence and protection to guard against intentional
contamination or sabotage, and emergency preparedness. He is a former “all-star”
Homicide Detective with the Metropolitan Police Department in Washington DC as
well as an investigator for the State of Ohio Attorney General. Rod has made over
1000 television appearances as a law enforcement and security expert and is a Crime
Analyst for the Fox News Channel, and is seen regularly on ABC’s-Good Morning
America, 48 Hours (CBS), as well as several other national news shows.
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Global Food Defense Institute 
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We Will Never 
Forget
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Clad in a Pizza 
delivery outfit 
with two pizza 
boxes, it was 

possible to enter 
into a food facility 

without anyone 
checking !!
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Why do we need to test our 
security measures? 
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Front Line Employee’s. …
The Best Offense for Food Defense? 

How frontline workers can play a significant role 
in helping food facilities better protect themselves 

against crime and terrorism! 
“The Story of the Lil’ Old Lady” 
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Front-Line Worker Advantage

• Very Familiar with normal plant operations
• Know and understand the building structure
• Keen knowledge of the products being produced and 

processed
• Often observe the surrounding landscape to the building
• Aware of neighborhood conditions, and local crime activities
• Keenly aware of suspicious vehicles parked in/on a company 

lot
• Could keep plant management advised on other similar types 

of situations or concerns at other food processing plants. 
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The goal is to 
improve the 
security posture 
of the facility

Should provide 
useful, actionable, 
and specific 
information 

Should also 
provide trends or 
behaviors at the 
facility that could 
lead to a breach or 
vulnerability

Goals of Front-line Employee Awareness 
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Use of Covert Intelligent Observations…
Penetration Testing From the Inside Out

The best way to evaluate the reliability and 
compliance with your security measures and 
overall operations is to utilize an undercover 

operative to gain intelligence from the inside! 
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• FSMA Rule: You must establish and implement written 
procedures, including the frequency with which they are 
to be performed, for food defense monitoring of the 
mitigation strategies. (21 CFR 121.140).

• Conducting Food Defense Measures Penetration (Penn) 
tests are one way of monitoring and ensuring 
effectiveness of strategies. 

Food Defense Monitoring-FSMA, 
Intentional Adulteration Requirements
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The thought process of conducting a Facility Security 
Penetration and Intelligence Test?

“To stop a bad guy, you must think like the bad guy”

• You are taking on the role of attacker to find and 
exploit vulnerabilities to determine the physical risks 
to the business and make recommendations to 
improve security based on your findings. 

• Attackers are trying to gain entry to your facility to 
cause harm to your products or access your intranet, 
your trade secrets, and your data. 

• Their techniques are a means to an end. Penetration 
testing is about discovering where the business risk 
is greatest.
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1. Determine how well your security policies, controls, and 
technologies are actually working

2. Determine if your company’s investment in security 
measures is well spent

3. Show how actively you are protecting your assets, your 
employees, and your customers

4. Give a true picture of whether or not your policies, 
protocols, and procedures are working

Goals of penetration testing
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What am I trying to protect? 
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Easy Access to the plant
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• Which areas of the facility do 
management consider the most 
vulnerable and why? 

• Has there been past instances where 
someone has violated or attempted to 
breach a security measure? 

• What procedures are in place at the 
facility to document, record, and follow-
up on security breaches? 

• If the test shows security vulnerabilities, 
what measures will the company take to 
correct these?

Talk to the plant management about their 
expectations before performing the tests.
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Build a profile for potential attackers! 
All “wanna-be” bad guys are not the same! 

• Insider threats? 
• External threats?
• Subversive threats?
• Events/threats of 

opportunity? 
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To harm 
products? 

To harm 
consumers? 

To harm the 
company 

financially? 

To “get back” 
at the 

company? 

Other reasons 
that may be 

known or 
unknown?

Motive is a factor in determining 
profiles!
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Establish 
perimeters of 
what can and 

cannot be done

Who needs to be 
informed of the 
penetration test

Know exactly when 
the penetration test is 

to be carried out

What to do if the 
penetration test escalates 
to outside agencies being 

called (i.e. police, fire, 
FDA,  etc.)? 

Penetration testing simulates attack 
behavior, but is not an attack
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The goal is to 
improve the 
security posture 
of the facility

Should provide 
useful, actionable, 
and specific 
information 

Should also 
provide trends or 
behaviors at the 
facility that could 
lead to a breach or 
vulnerability

Report findings and measure progress
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Conducting the Test
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Can physical security controls (e.g., 
locked doors, surveillance cameras, 
and alarms) be circumvented? If an 
employee enters a door code how 
easy is it for an unauthorized person 
to tailgate or piggyback the first 
person inside?

Once an unauthorized 
person gains access to a 
business, how long can they 
wonder around offices, 
warehouses, or other 
facilities before someone 
asks the person who they 
are and what they are 
doing?

Questions to ask yourself that would indicate 
if you need a security penetration test
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The weakest point of any 
security system is often the 
human element. Are security 
policies being followed after 
hours? Are adequate measures 
in place to detect an intrusion?

Can an intruder show up at 
the front door with a package 
and get through the front 
door and maybe even into a 
sensitive data center?

Other questions to consider
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Are employees allowing 
others to enter the facility 

without using their 
designated keycard? Why? 

Will someone hold the door if 
I were to approach and say I 

was a temporary employee or 
the pest control contractor? 

Is your existing policy being 
followed or is it being 

violated on a daily basis? 

Tailgating / Piggybacking
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Who is tracking the 
card access data? 

Anyone?  

Are all perimeter doors 
locked. My attempts to 

enter several doors 
reveals that many are 

not. 

Are exception reports 
being generated by your 
card access system? Who 
is following up on these 

exceptions?  

Access control 
building entry
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Are your cameras 
capturing and recording 

the most critical areas 
of the plant? 

Have any of your cameras 
been moved without your 

knowledge?  

How long is your 
captured video being 

stored? Is it being 
stored at least the shelf 

life of your products? 

CCTV Camera System
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Is the lighting adequate for providing security for 
your employees?

What is the local crime rate for various types of 
crimes (assault, robbery, etc.) in your area? 

Are all outbuildings (e.g., tool sheds, chemical 
rooms, etc.) secure? 

Are trees and bushes trimmed to reduce hiding 
places? 

Outdoor perimeter security
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Are there areas within the facility 
someone can tamper with 

products without being noticed 
by an employee or CCTV camera? 

Are policies in place and tested to 
determine who, how, and when the 

company will respond to an actual or 
perceived threat of harm against its 

products or people? 

Have readiness policies been 
tested so they can be verified or 

is it just in a document?

How are security incidents 
recorded and communicated to 
other members of management 

or other company locations?  

Indoor facility/tampering readiness
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Employee Awareness
Are employees aware of the 
company security measures 

and actively participate in 

the security program? 

• Are there incentive programs 
for employees to get 
involved? 

• How much information will 
employees share with others? 

• What is the reporting 
structure established for 
employees to bring this to a 
manager’s attention? 

• How much information do 
truck drivers and other 
contractors provide about 
your business? 
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Access to company internet/intranet

Are I.T. employees 
constantly updating 
internet security? 
Has anyone tried to 
penetrate an attack 
against your internet 
using available 
software? 

• Use outside resources, such as 
online software, to try to gain 
access to your system

• Simulate attacks from the 
inside as well as from outside 
the facility

• Are your CCTV cameras 
wireless or do you have IP 
addresses? If so, can someone 
hack into your camera system?  
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Contractors, vendors, and visitors

• Is identification required to gain entry to the 
plant? 

• If so, who is checking identification? Are 
receptionists properly trained what to look for 
on ID or do they just visually scan the photo of a 
presented credential? 

Date: 3/26
Visitor: Osama Bin Laden
Company Affiliation: Taliban
Reason for Visit: Observation/Pre-planning
Type of Facility: Major Food Processor
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Employee outdoor parking areas

• Notice how close this 
large bush is to the 
employee parking lot. 
Imagine this scene at 
night when a female 
employee parks her car in 
the assigned lot. These 
trees and bushes gives 
the bad guy a lot of 
places to hide! 
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Tape on door covering lock found during 
penetration test

• Management was 
surprised that the tester 
was able to gain entry into 
secure office areas 
including human 
resources and accounting. 

• This door was used to gain 
entry, as the door latch 
had tape over it, allowing 
anyone to gain entry.
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Come one…come all!

• Tester was able to enter 
the facility via open roll-
up doors in the 
maintenance shop. Only 
one employee greeted 
me as I walked through 
the building. 

• “Welcome, welcome, 
welcome”, he said! 
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Access to dumpster!

• Tester found several company documents as well as 
non-safe edible products that should have been 
destroyed. 
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Access to truck and security seals!

• Tester removed an entire handful of seals that 
were available in an open desk  drawer. 
Management had no clue the seals were gone.
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Local door alarms not working…and 
not tested! 

• Tester opened this perimeter door. The alarm is 
suppose to sound if the door is opened. However, 
the alarm was not working. Management said no 
one had ever tested the batteries on these door 
alarms. They just assumed they worked..
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• More and more businesses and organizations 
are realizing only this type of testing can 
provide the real-life information that is 
invaluable in ensuring that their business assets 
are really secure.

Facility security penetration testing
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Penetration test suggestions

• Call the receptionist. Inform her/him that you are calling 
from the local public health department and are in the 
process of updating your records. Ask questions such as 
the name of the security company used at the plant.

• Call the shipping and receiving department. Inform the 
person that you are calling from American Trucking and 
you have a driver on his way to pick up a load. Ask what 
are the procedures so that your driver won’t run into any 
problems once he arrives.
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Penetration test suggestions

• Typically, a driver will arrive at the dock to pick up ingredients 
and enter the facility to provide paperwork. Once the driver 
enters the building, you (a member of plant management) 
should remove the seal from the truck and place it on the 
ground just below the hatch. Once the driver sees this, what 
will he/she do or say to plant personnel? 

• Intentionally “short ship” a load of products. Will the shipping 
and receiving personnel notice this and bring it to someone's 
attention? 
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Penetration test suggestions

• Replace the lock that affixed to the ingredient intake lines with 
another lock that looks very similar. When the employee 
attempts to remove the lock, the key should not work because 
the new lock has been placed on the valve. What are the 
actions of this employee? 

• Have someone enter the main office carrying a box of potato 
chips (purchased bulk at Costo). Inform the receptionist that 
the regular delivery person is on vacation so he (tester) will be 
servicing the account today. What does the receptionist do?
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Penetration test suggestions

• Arrive at the plant during daylight hours. Inform the security 
officer that you are surveying the area for the County 
Department of Engineering due to planned new road 
construction. Inform the guard that you used to be a cop. How 
much information about plant security will the guard provide?

• Approach a truck driver about to enter the building. Explain to 
him that you are conducting a security test for the plant 
management and would like to tag along as a new driver to see 
if plant employees will allow or refuse admission to the new 
person. 
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Penetration test suggestions

• Call the facility laboratory and inform the attendant that you 
are calling from a sister plant and you need to know the 
formula  or formula code for (pick a product).  What 
information will be shared? 

• Arrive at the plant late in the evening, typically second shift. 
Inform plant employees that you are a new employee and will 
be working with the cleaning crew. 
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Penetration test suggestions

• Call the uniform provider company and inform them that your 
company is opening up a new location and you need several 
new uniforms expedited to the new location. What information 
will the customer service representative require before 
sending out the uniforms? 

• Enter the facility through an unlocked door. Attempt to walk 
around the plant with a generic visitors badge showing on your 
outer garments. Wear a bump cap and a smock if possible. 
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Global Food Defense Institute 

• Food Defense and Emergency Preparedness
• Food Defense Plan Writing Assistance
• Security Vulnerability Assessments
• Global Food Defense Manager Training and Certification
• Security Penetration and Intelligence Testing
• Product Tampering and Threat Investigations
• Workplace Violence Investigation
• Active Shooter Safety Training for All Employees
• Front Line Worker Security Awareness Training 
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Any Questions? 

The Global Food Defense Institute
www.myfooddefense.com

Washington, DC
(202) 368-3007

http://www.myfooddefense.com
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